MOST BUSINESS CONTINUITY ARTICLES FOCUS

ON HOW DIFFERENT TYPES OF COMMERCIAL
FACILITIES CAN PREPARE FOR AND RECOVER FROM
NATURAL DISASTERS AND OTHER DISRUPTIONS.
HOWEVER, HOME-BASED BUSINESSES ALSO
SHOULD BE AWARE OF THE INCREASING

IMPORTANCE OF BUSINESS CONTINUITY PLANNING

TOTHEIR BOTTOM LINE. WITH MORE THAN HALF
(51.6%) OF SMALL BUSINESSES IN THE UNITED
STATES NOW HOME-BASED', THESE BUSINESSES
REPRESENT A LARGE BUSINESS SECTOR THAT
COULD BE VULNERABLE TO EMERGENCIES

AND DISASTERS IF THEY LACK ADVANCE

PLANS. WITH THAT IN MIND, THIS ARTICLE
PROVIDES PRACTICAL IDEAS FOR HOME-BASED
BUSINESSES TO BECOME BETTER PREPARED.

RUNNING A BUSINESS FROM
HOME HAS NEVER BEEN EASIER

The progress and improvements made in communication and
information technology have allowed entrepreneurs to establish

an office almost anywhere. Businesses as diverse as dog-sitting
services and website design firms now can be conducted right from
home where customers may be closer and operating costs lower.
However, having a home-based business puts even more at risk

in the event of severe weather and other emergencies - losing a
home and a business at the same time is double trouble for those
who are not prepared. In addition, the vast majority of home-based
businesses have no employees to provide back-up to the owner,
meaning an unexpected injury or serious illness could be the end of
a business that has not planned for the unexpected.

PLANNING MADE EASY

Many home-based business owners focus on start-up, immediate
financial needs and daily operations, not thinking about
contingencies that are unlikely but possible. People who own and
run a business solely from their residence need to take the same

approach to risk management and business continuity planning
as any business that is run from a commercial location.

To help with planning, the Insurance Institute for Business &
Home Safety (IBHS) created an electronic business continuity tool
intended especially for small businesses, including home-based
businesses. This free toolkit, OFB-EZ™ (Open for Business-EZ),
translates professional business continuity concepts into common
business activities through an eight-step process that is easy to
use, implement, administer and maintain. Statistics show that,

of the businesses that close because of a disaster, one in four
never reopens. Small home-based businesses are particularly

at risk because they have all of their operations entirely in one
location. Although every business needs to prepare for potential
disasters, OFB-EZ is designed so those without business continuity
experience or knowledge can easily understand what they

need to do, and how to do it. Learn more about OFB-EZ at www.
disastersafety.org/open-for-business.

" http://www.census.gov/newsroom/releases/archives/business ownership/cb11-110.html
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HOME IS WHERE YOUR BUSINESS IS

Home-based businesses should be aware their business is
only as secure as the place they call home. While a homeis a

source of pride for all homeowners, it also

is a critical part of business protection for
home-based business owners. Therefore,

it is important for them to take steps to
protect their home from seasonal weather
and other hazards that may affect their
region. Practical suggestions for mitigating
against risks as diverse as earthquake,

flood, freezing weather, hail, high winds,
hurricane, lightning, tornado, and wildfire
can be found at www.disastersafety.org.
Also available at DisasterSafety.org is a ZIP
Code-based interactive map tool, which will
help identify natural hazards that may affect
a business’location. It’s also important for
business owners to make sure their home

is properly maintained both inside and

out and adequately upgraded to address
electrical or other special needs arising from
the home-based business.

Looking more broadly beyond natural
disasters, it also is a good idea for home-

based business owners to understand what other risks (such as
theft, civil disturbance or utility outage) may threaten their

business, how likely they are to occur, and their potential

consequences. OFB-EZ includes a Vulnerability and Risk

Determine your risks using IBHS’
ZIP Code-based interactive tool
available at DisasterSafety.org.

running.

ISTHERE A WORKAROUND?

Assessment intended for businesses, but the exercise also may
identify ways in which their home needs to be structurally

strengthened or better protected. See pages
4-5 in the OFB-EZ toolkit (www.disastersafety.
org/wp-content/uploads/OFB-EZ Toolkit

IBHS.pdf).

DETERMINE HOME-
BASED BUSINESS’
CRITICAL FUNCTIONS

A recovery plan for a home-based business
must focus on the things that matter most

to the bottom line; therefore, the first step

for owners is to identify the business’ key
functions and processes, and decide how long
each can be out of operation. OFB-EZ helps by
providing a simple spreadsheet to document
critical details for each business function,
including: what equipment, software and
reports are needed to perform the function;
how quickly it needs to be restored; and, who
receives the finished product. The planning
toolkit also will help to identify and document

operations failure workarounds to keep the business up and

EXAMPLES OF WORKAROUNDS

SOLUTION(S)

Home Internet service outage

Yes

Use smartphone as a mobile “hotspot”
or purchase an Internet air-card

Landline phone service outage

Yes

Forward business number or redirect all
incoming calls to mobile phone

VolP phone services outage

Yes

Forward business number or redirect
all incoming calls to a mobile phone or
secondary landline during power and
Internet outages

Business laptop/desktop crashes

Yes

Maintain a copy of all files on an
external hard drive or in the cloud to
access from any device

Rather than use installed off-the-shelf
software, use applications or services
available on the Internet in order to
access data from any device

It is important for owners to remember if there are no business partners or employees to rely on, a family member or close
friend may be following the plan’s workaround instructions in the event the business owner is unavailable;
therefore, it is imperative no small detail be left out.
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NO EMPLOYEES? A COMMUNICATION
PLAN IS STILL NEEDED

Even if a home-based business does not have any employees,
communication is vital during and after a disaster or disruption.
Customers, suppliers and business partners need to be made
aware a disruption has occurred, and for that to happen, the
business owner needs to know in advance how best to contact
them. Placing information on the business’ website and/or
social media pages (Facebook, LinkedIn, Twitter, YouTube, etc.)
will provide information to those seeking the business’ status;
however, it may be more effective for the owner to reach out to
important contacts directly using lists developed in advance.
OFB-EZ can facilitate this by providing a convenient place to
create, maintain and access up-to-date contact information.
Owners should remember it is critical to update this information
as the contacts change and the business evolves. See pages 8-11
in the OFB-EZ toolkit for more information.

MR HAVEA“GOBAG”

/ ! A'Go Bad'is a collection of items that are crucial to

the home-based business owner. It is a collection of the bare
minimum tools and possessions the owner should have ready to
GO in the event of a crisis. Recommended items include:

v Cellphone or PDA containing key emergency contacts,
passwords, etc. and charger

Identification and wallet/cash/credit cards
Keys for car, house and office

Laptop and charger

Calendar/day planner

Backup tapes or drives

Business continuity plan, disaster plan and/or emergency
procedure manual in hard copy format

Flash drive with critical documents, customer and
supplier/vendor information, emergency plans/
procedures, asset inventories, and credit card information
(including both the front and the back of credit cards in
order to access account information, expiration dates and
the customer service number)

First aid supplies
Password book/document
Basic office supplies (pen and paper)

Network cables (Ethernet)

TECHNOLOGY - A KEY REQUIREMENT
IN A HOME-BASED BUSINESS

Technology is the lifeblood that has enabled many home-
based businesses to survive and thrive. Critical technologies-
such as virtual private networks (VPNs), conference calling,
videoconferencing, and smartphones - generally require the
Internet and electricity, and are extremely vulnerable to many
disruption scenarios, ranging from a localized power outage to
a major natural catastrophe. It is critical for business owners to
inventory and document the business’information technology
resources, including hardware, software, digital data and
connectivity, and procedures for restoring service as quickly

as possible. OFB-EZ helps to organize this information and
discusses the importance of backing up online data frequently,
off-site storage, and restoration options. See pages 12-13 in the
OFB-EZ toolkit.

KEEPING THE HOME OFFICE RUNNING

One way to minimize the disruption from a power outage

is to invest in a backup generator, an uninterruptible power
supply (UPS) system, or both. While backup generators provide
long-term protection in the event of a power interruption, a
UPS is designed to provide continuous power when surges and
gaps occur. This will temporarily protect electronic equipment
and save data by keeping computer systems running without
interruption when the power fails.

Before deciding to purchase an electrical power generator
and/or a UPS system, business owners should consider what
electrical equipment must be operable when normal power is
interrupted. Other considerations which will help determine
the size and type of generator or UPS system to purchase
include:
7“\ How often does the home-based business lose power
and for how long?

y‘\ What items will need electricity, e.g. lights, computers
and a small air conditioner only, or larger appliances and
other home office equipment?



FINANCIAL STRATEGIES &
INSURANCE CONSIDERATIONS

As is the case with operations, the time to prepare a business’
finances for a potential disaster is before it occurs. It cannot
be assumed suppliers, vendors and creditors will be aware

a disaster has occurred and are automatically granting
extensions. A home-based business owner’s disaster financial
strategy should include:

Setting up a line of credit in advance with the bank for
emergencies;

»

Determining how much cash will be needed to survive a
3-day, 5-day, 10-day, or longer shutdown;

»

»

Determining if, and how, they will be able to pay bills/
accounts payable; and

»

Identifying how they will continue to accept payments
from customers/accounts receivable.

See pages 14-15 of the OFB-EZ toolkit for the entire financial checklist.

Although OFB-EZ is not an insurance program, it provides
guidance on how to review insurance coverage with regard
to what is covered, what is not covered, and available types of
coverage. Because many homeowners’ policies do not cover
home-based businesses or require special endorsements,

it is critical for home-based business owners to speak with
their insurance agent, broker or company about how best

to insure the assets of a home-based business. Because

each business insurance policy comes with its own limits,
exclusions, deductibles, and coverages, it is important for
owners to read and understand the policy in its entirety. It is a
good idea for them to review insurance coverage annually (or
more frequently if there are significant changes to inventory
or operations) because as a home-based business grows, its
risks and liabilities also will grow. Owners also should ensure
policies still adequately cover all exposures so the business is
not underinsured if a disaster strikes.

Lastly, as part of a financial protection plan, it is a good idea
for business owners to make an inventory of the items used
in the business. The Insurance Information Institute (I.I.I.)
recommends taking a complete inventory of all personal
business property, determining its value, and deciding what'’s
worth insuring. Having an up-to-date business inventory will
help business owners settle insurance claims faster, verify
losses for the business’income tax return and purchase the
correct amount of insurance.

CREATE A BUSINESS INVENTORY

Know Your Stuff® - Home

Inventory is the Insurance

Information Institute’s online
inventory software specifically designed for personal use
but can just as easily be used for a home-based business.
An up-to-date business inventory is an important
component of disaster planning. When business owners
create the inventory, they should include a description of
each item and note where it was purchased and its make,
model and serial number. When possible, attach any
sales receipts, purchase contracts, and appraisals to the
inventory.

To create a business inventory using Know Your Stuff —
Home Inventory, visit www.knowyourstuff.org.

ALTERNATE LOCATION

Even though a business may be based at home, it's important
to have an alternate location, should the home be damaged
or lack essential services. The identification of an alternative
workplace is an important part of a business continuity plan.
This will help guarantee business will go on as close to normal
as possible in the event a home office becomes unusable due
to a disaster. The alternate office could be a family member or
friend’s home, or even a buddy system with another home-
based business owner who is not a competitor. When disaster
disruption occurs at either location, one can utilize the other’s
workplace as a temporary office. Ideally, the location of an
alternate workplace should be conveniently accessible but not
close enough that both areas can be hit by the same disaster.
When relocating to the alternate location, it is imperative that
a Go Bag (a collection of items crucial to the business; detailed
on previous page) be ready and packed as there may be a
limited amount of time to evacuate.

CONCLUSION: TREAT A HOME-
BASED BUSINESS LIKE A BIG
BUSINESS - MAKE A PLAN

A disaster to a home-based business is a threat to the owner’s
lifestyle and livelihood. Home-based businesses are no less
vulnerable than commercial establishments, therefore a
business continuity plan that reflects the unique risks facing
business owners who work from home is the best way to stay
at home and open for business.

IBHS is a non-profit applied research and communications
organization dedicated to reducing property losses due to
natural and man-made disasters by building stronger, more
resilient communities.
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